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The Need for Industrialized Automotive Cybersecurity Testing

= UNECE
— Regulation R.155
— Mandates cybersecurity and cybersecurity management
— Requires testing of measures

— Adopted in EU, Japan and Korea
— Effective in EU for new types 2022 and for all new vehicles 2024

— Cyber security management system for automotive systems Iso
— Risk-based approach

— Also demands testing, however, does not specify details
— To be supplemented for testing by ISO PWI 8477 (V&V) and ISO/SAE PWI
8475 (CAL &TAF)

=> Need for automated testing
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Why Black Box Testing?

* Providing an attacker’s view

* Long supply chain - source might
not be available

« Unwillingness (or inability) to
disclose internals
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Static Approach (Previous Work)

Test « | Risk & Threat o Secrutiy

ltem Defintion Assessmen t g DR
Definition

« Generalize Existing Attacks

« Formulate Attack Scenarios in DSL
(ALIA[14])

- =>SUT-Agnostic attack description

» Test Case Generation =>
augmenting attacks with SUT info

Problem: approach static -
lots of a priori information
needed!

Public / STRIVE @ IEEE Euro S&P

Execution »  Reporting




Cyber Digital Twin (Previous Workii11)

Known Vulnerabilities

-CVEs
- Context-based Filtering

Transition Rnalysis

Unknown Weaknesses

- HW BoM

- Network Interfaces

- SBoM

- Operating System

- Operating System settings

- Kemel configuration

- 0S-level security
configurations

- Memory mgmt. and

- CWEs: Buffer overflow,
stack overflow,
double free, etc.

- Binary file
- In on of 60+ formats

- Different languages

i i mapping
- Different Architectures .
- Different OSs - User Credentials

- Firewall configuration

- Application frameworks

- Available, accessible and
in-use APls Regulation Incompliances

- Encryption mechanisms
and flows

- Control and data flow
graph representation

- Standards: 1ISO 21434
- Regulation: WP 29
- Best practices: ENISA
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Cyber Digital Twin — Pattern Matching

* Translate binary into own machine
code format

« Compare patterns of known
software with parts of the binary
=> software BOM

« Compare patterns of known
vulnerabilities (CVEs) and general §
flaws with parts of the binary
=> security analysis results
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Test Case Generation

Binary Analysis Test Case Execution

Binary Code Injection

Fault Vector Edge Case
Fault Injection Descriptions T Input for Fuzzing
(Coverage-based)

Transformation

Cherking Edge Case
Model Checking Results izati Input for Fuzzing Test Case

Generation

Securlt_y Aftack Vectors Attack Script
Analysis

Automated Anaysis Results DSL Description izati Sequence Test Case Generation
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State Machine-Based Testing

« Fault injection

» Inject Faults into the State
Machine

« Use the ones producing
interesting results as test cases

« Model Checking

« Transform model into provable
form

« Use violations as test case inputs
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Binary Analysis -> Attack DSL Scripts

« Generate DSL scripts out of findings
. Use pre-prepared building blocks D <4 HEASUREMENTISFD, PRETEST) o

</PRECONDITIONS>

° CV E S <ATTACK>

ID <1= Jraget Vulns:=ACTION SCAN_IF_VULN (Bluetooth, M2

« Code pieces for buffer overflows, etc. ID <2> ShellSACTION EXPLOIT_BT (Targel.Vulos. SelShel)
ID <3= RootShell.= ACTION OPEN_ADB_SHELL{ADB_KEY, S!
ID <4> Result=ACTION RUN_ATTACK_TOOL(RootShell, Ganl
<[ATTACK=>

<POSTCONDITIONS=>

ID <2> BT _Conneci=FALSE
ID <3> RootShelll=NULL

D <=4> Result=Success

ID <4> MEASUREMENT(SPD, INTEST)=200
ID <4> MEASUREMENT(SPD, POSTTEST)=0
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Test Execution

« Test case generation produces a
JSON output that can be interpreted
by an execution engine

« Principally an environment s oo T o vy
description + shell commands : Sy
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Conclusion

« Concept for model-based
cybersecurity testing of automotive

systems

« Uses existing building blocks

« Combines
« Dynamic model generation
 Dynamic security analysis
« Automated test case generation
« Automated test execution
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Thank you for your attention!
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